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3. Click “Next” to install to 
the default folder, or click 
“Change” to choose another 
destination folder.

4. Please wait while the prod-
uct is being installed.

5. After completing installa-
tion, click “Finish”.

SIO Driver
To install the driver, download “CS630 SIO Driver” zip file at our website.

1. Setup is ready to install the driver. 
Click “Next”.

2. Read the license agreement care-
fully. 

   Tick “I accept the terms in the Li-
cense Agreement” then click “Next”.
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4. Setup is ready to install the driver. 
Click “Next”.

5. Setup is now installing the 
driver. 

3. Go through the readme docu-
ment for system requirements and 
installation tips then click “Next”.

6. Click “Yes, I want to restart 
this computer now” then 
click “Finish”.

 Restarting the system will 
allow the new software 
installation to take effect. 
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Adobe Acrobat Reader 9.3
To install the reader, download “CS630-H310/Q370 Driver Package” iso file at our website. 
Click “Adobe Acrobat Reader 9.3”.

1. Click “Next” to install or 
click “Change Destination 
Folder” to select another 
folder.

2. Click “Install” to begin instal-
lation.

3. Setup is now installing the 
driver. 

4. Click “Finish” to exit installation.
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Intel Rapid Storage Technology 
The Intel Rapid Storage Technology is a utility that allows you to monitor the current status 
of the SATA drives. It enables enhanced performance and power management for the storage 
subsystem. 

To install the driver, download “CS630 IRST Driver” zip file at our website. 

2. Read the license agree-
ment and click “I accept 
the terms in the License 
Agreement”. Then, click 
“Next”.

1. Setup is ready to install 
the utility. Click “Next”.

3. Go through the readme 
document to view system 
requirements and installa-
tion information then click 
“Next”.

5. Confirm the installation and 
click “Next”.

4. Click “Next” to install to 
the default folder or click 
“Change to choose another 
destination folder”.
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6. Click “Yes, I want to restart 
this computer now” to 
complete the installation 
and then click “Finish”.
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Chapter 5 - RAID (CS630-Q370 Only)
The system board allows configuring RAID on Serial ATA drives. It supports RAID 0, RAID 1, 
RAID 5 and RAID 10.

RAID Levels

RAID 0 (Striped Disk Array without Fault Tolerance) 

RAID 0 uses two new identical hard disk drives to read and write data in parallel, interleaved 
stacks. Data is divided into stripes and each stripe is written alternately between two disk 
drives. This improves the I/O performance of the drives at different channel; however it is not 
fault tolerant. A failed disk will result in data loss in the disk array. 

RAID 1 (Mirroring Disk Array with Fault Tolerance)

RAID 1 copies and maintains an identical image of the data from one drive to the other drive. 
If a drive fails to function, the disk array management software directs all applications to the 
other drive since it contains a complete copy of the drive’s data. This enhances data protection 
and increases fault tolerance to the entire system. Use two new drives or an existing drive and 
a new drive but the size of the new drive must be the same or larger than the existing drive.

RAID 5

RAID 5 stripes data and parity information across hard drives. It is fault tolerant and provides 
better hard drive performance and more storage capacity. 

RAID 10 (Mirroring and Striping)

RAID 10 is a combination of data striping and data mirroring providing the benefits of both 
RAID 0 and RAID 1. Use four new drives or an existing drive and three new drives for this 
configuration.

RAID Level Min. Drives Protection Description

RAID 0 2 None Data striping without redundancy

RAID 1 2 Single Drive Failure Disk mirroring

RAID 5 3 Single Drive Failure Block-level data striping with 
distributed parity

RAID 10 4 1 Disk Per Mirrored 
Stripe (not same mirror)

Combination of RAID 0 (data striping) 
and RAID 1 (mirroring)

Settings
To enable the RAID function, the following settings are required.

1. Connect the Serial ATA drives.

2. Enable RAID in the AMI BIOS.

3. Create a RAID volume.

4. Install the Intel Rapid Storage Technology Utility. 

Step 1: Connect the Serial ATA Drives

Refer to chapter 2 for details on connecting the Serial ATA drives.

Important:
1.  Make sure you have installed the Serial ATA drives and connected the data cables 

otherwise you won’t be able to enter the RAID BIOS utility.
2.  Treat the cables with extreme caution especially while creating RAID. A damaged 

cable will ruin the entire installation process and operating system. The system will 
not boot and you will lost all data in the hard drives. Please give special attention 
to this warning because there is no way of recovering back the data.

Step 2: Enable RAID in the AMI BIOS

1.  Power-on the system then press <Del> to enter the main menu of the AMI BIOS. 

2. Go to “Chipset” menu and select the “PCH-IO Configuration” menu then “SATA And RST  
Configuration” menu.

3. Change the “SATA Mode Selection” to “Intel RST Premium With Intel Optane System Ac-
celeration” mode.  

4.  Press F10 to save the changes.

5. Reboot the system.
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Step 4: Install the Intel Rapid Storage Technology Utility 

The Intel Rapid Storage Technology Utility can be installed from within Windows. It allows 
RAID volume management (create, delete, migrate) from within the operating system. It will 
also display useful SATA device and RAID volume information. The user interface, tray icon 
service and monitor service allow you to monitor the current status of the RAID volume and/
or SATA drives. It enables enhanced performance and power management for the storage 
subsystem. 

Pleaser refer to the chapter 4 to install the IRST driver.

Step 3: Create a RAID Volume

1. Go to the “Advanced” menu of the AMI BIOS and select “Intel(R) Rapid Storage Technol-
ogy”.

2. The screen displays all available drives. Select “Create RAID volume” to create a RAID 
volume”.

3. Use the up or down arrow keys to select the RAID level and press <Enter>.

4. Use the up or down arrow keys to scroll through the list of hard drives and press <Enter> 
to select the drive.

5. Press <Enter>.

6. Use the up or down arrow keys to select the strip size and press <Enter>.

7. Enter the volume size and press <Enter>. 

8. At the prompt, press <Y> to confirm volume creation.

System ACPI Parameters.

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

RC ACPI Settings  
CPU Confi guration
Power & Performance
PCH-FW Confi guration
Trusted Computing
NCT6106D Super IO Confi guration
NCT6106D HW Monitor
Serial Port Console Redirection
USB Confi guration
Network Stack Confi guration
CSM Confi guration

Intel(R) Rapid Storage Technology

Save & ExitChipset Security BootMain Advanced

 Select Screen
 Select Item
Enter: Select
+/- : Change Opt.
F1: General Help
F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit   
ESC: Exit
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Chapter 6 - Intel AMT Settings (CS630-Q370 only)

Overview 
Intel Active Management Technology (Intel® AMT) combines hardware and software solution to 
provide maximum system defense and protection to networked systems.

The hardware and software information are stored in non-volatile memory. With its built-in 
manageability and latest security applications, Intel® AMT provides the following functions. 

• Discover

Allows remote access and management of networked systems even while PCs are powered off; 
significantly reducing desk-side visits.

• Repair

Remotely repair systems after OS failures. Alerting and event logging help detect problems 
quickly to reduce downtime. 

• Protect

Intel AMT’s System Defense capability remotely updates all systems with the latest security 
software. It protects the network from threats at the source by proactively blocking incoming 
threats, reactively containing infected clients before they impact the network, and proactively 
alerting when critical software agents are removed.

Enable Intel® AMT in the AMI BIOS
1.  Power-on the system then press <Del> to enter the main menu of the AMI BIOS. 

2. In the Advanced menu, select PCH-FW Configuration.

3. Select Enabled in the AMT BIOS Features field.

Confi gure Management 
Engine Technology 
Parameters

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

RC ACPI Settings
CPU Confi guration
Power & Performance
PCH-FW Confi guration  
Trusted Computing
NCT6106D Super IO Confi guration
NCT6106D HW Monitor
Serial Port Console Redirection
USB Confi guration
Network Stack Confi guration
CSM Confi guration

Save & ExitChipset Security BootMain Advanced

 Select Screen
 Select Item
Enter: Select
+/- : Change Opt.
F1: General Help
F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit   
ESC: Exit

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

    ME State
    Manageability Features State
    AMT BIOS Features
AMT Confi guration

Firmware Update Confi guration

Advanced

[Enabled]
[Enabled]
[Enabled]

 Select Screen
 Select Item
Enter: Select
+/- : Change Opt.
F1: General Help
F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit  
ESC: Exit

When disabled AMT 
BIOS Features are no 
longer supported and user 
is no longer able to access 
MEBx Setup.
Note: 
This option does not 
disable Manageability 
Features in FW.
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4. In the Save & Exit menu, select Save Changes and Reset and then press <Enter>. 
A dialog box will appear. Select Yes and press Enter to reset the system after saving all 
changes made.

Configure Intel® AMT in the Intel® Management Engine BIOS

Extension (MEBX) Setup Menu

Reset the system after 
saving the changes 

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Version 2.20.1271. Copyright (C) 2018 American Megatrends, Inc.

    Save Options
    Save Changes and Reset
    Discard Changes and Reset
    Restore Defaults

    Boot Override
    
Save Setting to fi le
Restore Setting from fi le

ChipsetAdvancedMain Security Boot Save & Exit

 Select Screen
 Select Item
Enter: Select
+/- : Change Opt.
F1: General Help
F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit  
ESC: Exit

1.  When the system reboots, the following message will be displayed. Press <Ctrl + P> as 
soon as the message is displayed; as this message will be displayed for only a few sec-
onds.

Version 2. 20. 1271. Copyright (C) 2018 American Megatrends, Inc. 
BIOS Date: 12/21/2018 16:24:17  Ver: B18C.21A
Press <Ctrl + P> to Enter MEBX setup menu
Press <DEL> to enter setup.

American 
Megatrends
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3.  Enter a new password in the space provided under Intel(R) ME New Password then press 
Enter. The password must include: 

• 8-32 characters 
• Strong 7-bit ASCII characters excluding : , and ” characters
• At least one digit character (0, 1, ...9)
• At least one 7-bit ASCII non alpha-numeric character, above 0x20, (e.g. !, $, ;)
• Both lower case and upper case characters

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

MEBx Login
>  Intel(R) ME General Settings
    Intel(R) AMT                               <Enabled>          
>  Intel(R) AMT Confi guration

MEBx Exit

         Intel(R) ME Password

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Intel(R) ME New Password

4.  You will be asked to verify the new password. Enter the same new password in the space 
provided under Verify Password then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

MEBx Login
>  Intel(R) ME General Settings
    Intel(R) AMT                               <Enabled>                  
>  Intel(R) AMT Confi guration

MEBx Exit

          Intel(R) ME Password

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Verify password

5.  Select Intel(R) ME General Settings then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

>  Intel(R) ME General Settings
    Intel(R) AMT                               <Enabled> 
>  Intel(R) AMT Confi guration

MEBx Exit

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

MEBx Login
>  Intel(R) ME General Settings
    Intel(R) AMT                               <Enabled>                                                                            
>  Intel(R) AMT Confi guration

MEBx Exit

        Intel(R) ME Password

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

2.  Select MEBx Login and press Enter. You will be prompted for a password. The default 
password is “admin”. Enter the default password in the space provided under Intel(R) ME 
Password then press Enter.

Intel(R) ME Password
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7.  Enter a new password in the space provided under Intel(R) ME New Password then press 
Enter. The password must include: 

• 8-32 characters 
• Strong 7-bit ASCII characters excluding : , and ” characters
• At least one digit character (0, 1, ...9)
• At least one 7-bit ASCII non alpha-numeric character, above 0x20, (e.g. !, $, ;)
• Both lower case and upper case characters

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Intel(R) ME New Password

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Verify password

6.  If you want to change ME password, select Change ME Password then press Enter. 
Enter the current password in the space provided under Intel(R) ME Password then press 
Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME PLATFORM CONFIGURATION

Change ME Password
FW Update                                 <Enabled>

        Intel(R) ME New Password

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Intel(R) ME Password

Change ME Password
FW Update                                 <Enabled>

        Intel(R) ME New Password

Change ME Password
FW Update                                 <Enabled>

        Intel(R) ME New Password

9.  Select FW Update then press Enter. Select Enabled or Disabled or Password Pro-
tected then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

Change ME Password
FW Update                                   <Enabled>

  

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

Disabled
Enabled
Password Protected

INTEL(R) ME PLATFORM CONFIGURATION

8. You will be asked to verify the new password. Enter the same new password in the space 
provided under Verify Password then press Enter. 

INTEL(R) ME PLATFORM CONFIGURATION

INTEL(R) ME PLATFORM CONFIGURATION
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11.  Select Intel(R) AMT Configuration then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

>  Intel(R) ME General Settings
    Intel(R) AMT                               <Enabled>
>  Intel(R) AMT Confi guration

MEBx Exit

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

12.  In the Intel(R) AMT Configuration menu, select Manageability Feature Selection 
then press Enter. Select Enabled or Disabled then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM        
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup
   Activate Network Access 
   Unconfi gure Network Access                      <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

Disabled
Enabled

INTEL(R) AMT CONFIGURATION

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

13.  In the Intel(R) AMT Configuration menu, select SOL/Storage Redirection/KVM 
then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

   Manageability Feature Selection                  <Enabled>   
> SOL/Storage Redirection/KVM     
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup
   Activate Netwok Access  
   Unconfi gure Network Access                       <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

INTEL(R) AMT CONFIGURATION

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

10.  Press Esc until you return to the Main Menu. Select Intel(R) AMT then press Enter.
Select Enabled or Disabled then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

>  Intel(R) ME General Settings
    Intel(R) AMT                              <Enabled>   
>  Intel(R) AMT Confi guration
    MEBx Exit

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit
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14.  Select SOL then press Enter. Select Enabled or Disabled then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

SOL/Storage Redirection/KVM 

   SOL                                                        <Enabled>
   Storage Redirection                                   <Enabled>
   KVM Feature Selection                              <Enabled>

       Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

15.  Select Storage Redirection then press Enter. Select Enabled or Disabled then press 
Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

SOL/Storage Redirection/KVM 

   SOL                                                        <Enabled>
   Storage Redirection                                   <Enabled>
   KVM Feature Selection                              <Enabled>

       

Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

16.  Select KVM Feature Selection then press Enter. Select Enabled or Disabled then 
press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

SOL/Storage Redirection/KVM 

   SOL                                                        <Enabled>
   Storage Redirection                                   <Enabled>
   KVM Feature Selection                              <Enabled>

       

Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

17.  Press Esc until you return to the Intel(R) AMT Configuration menu. Select User Con-
sent then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

   Manageability Feature Selection                  <Enabled>   
> SOL/Storatge Redirection/KVM
> User Consent
   Password Policy                                        <Anytime>
> Network Setup
   Activate Netwok Access  
   Unconfi gure Network Access                       <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

INTEL(R) AMT CONFIGURATION

[] =Move Highlight   [Enter] =Select Entry  [Esc] =Exit
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18.  In the User Consent menu, select User Opt-in then press Enter. Select NONE or KVM 
or ALL then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

USER CONSENT
   User Opt-in                                                  <KVM>   
   Opt-in Confi gurable from Remote IT                <Enabled>    

            

NONE
KVM
ALL

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

19.  Select Opt-in Configurable from Remote IT then press Enter. Select Enabled or 
Disabled then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

USER CONSENT
   User Opt-in                                                  <KVM>   
   Opt-in Confi gurable from Remote IT                <Enabled>    

            

Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

20.  Press Esc until you return to the Intel(R) AMT Configuration menu. Select Password 
Policy then press Enter. 

 You may choose to use a password only during setup and configuration or to use a pass-
word anytime the system is being accessed.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM       
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup
   Activate Network Access
   Unconfi gure Network Access                      <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

INTEL(R) AMT CONFIGURATION

Default Password Only
During Setup And Confi guration
Anytime

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

21.  In the Intel(R) AMT Configuration menu, select Network Setup then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM         
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup 
   Activate Network Access
   Unconfi gure Network Access                       <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

INTEL(R) AMT CONFIGURATION
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22.  In the Intel(R) ME Network Setup menu, select Intel(R) ME Network Name Set-
tings then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

INTEL(R) ME NETWORK SETUP

   > Intel(R) ME Network Name Settings   
   > TCP/IP Settings           

23.  In the Intel(R) ME Network Name Settings menu, select Host Name then press 
Enter. Enter the computer’s host name then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

                                 <Enter> =Complete Entry    [Esc] =Discard Changes

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                      
   Domain Name                                 
   Shared/Dedicated FQDN                                              
   Dynamic DNS Update                      

24.  Select Domain Name then press Enter. Enter the computer’s domain name then press 
Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                     
   Domain Name                                 
   Shared/Dedicated FQDN                                           
   Dynamic DNS Update                      

                                 <Enter> =Complete Entry    [Esc] =Discard Changes

25.  Select Shared/Dedicated FQDN then press Enter. Select Shared or Dedicated then 
press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                    
   Domain Name                               
   Shared/Dedicated FQDN                                           
   Dynamic DNS Update                    

Dedicated
Shared

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

Computer Host Name

Computer Domain Name

_
_
<Shared>                           
<Disabled>

_
_
<Shared>                        
<Disabled>

_
_
<Shared>                           
<Disabled>
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26.  Select Dynamic DNS Update then press Enter. Select Enabled or Disabled then press 
Enter. If Dynamic DNS Update is set to Enabled, Periodic Update Interval and 
TTL fields will show up.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                     
   Domain Name                                
   Shared/Dedicated FQDN                                          
   Dynamic DNS Update                    

Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

29.  Press Esc until you return to the Intel(R) ME Network Setup menu. Select TCP/IP 
Settings then press Enter. In the TCP/IP Settings menu, select Wired LAN IPV4 
Configuration then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

TCP/IP SETTINGS

   > Wired LAN IPV4 Confi guration

27.  Select Periodic Update Interval then press Enter. Enter value then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                    
   Domain Name                              
   Shared/Dedicated FQDN                 
   Dynamic DNS Update                                             
   Periodic Update Interval                  
   TTL                                             

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

28.   Select TTL then press Enter. Enter value then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK NAME SETTINGS

   Host Name                                   
   Domain Name                             
   Shared/Dedicated FQDN                
   Dynamic DNS Update                                          
   Periodic Update Interval                  
   TTL                                            

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

_
_
<Shared>                          
<Disabled>

_
_
<Shared>
<Enabled>                          
1440
900

Value=0 or >=20
1440

Value in Seconds
900

_
_
<Shared>
<Enabled>                          
1440
900
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30.  In the Wired LAN IPV4 Configuration menu, select DHCP Mode then press Enter. 
Select Enabled or Disabled then press Enter. If set to Disabled, IPV4 Address, 
Subnet Mask Address, Default Gateway Address, Preferred DNS Address and 
Alternate DNS Address will show up.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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WIRED LAN IPV4 CONFIGURATION

   DHCP Mode                                                <Enabled>

Disabled
Enabled

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

31.  Select IPV4 Address then press Enter. Enter address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION

   DHCP Mode                                           <Disabled>      
   IPV4 Address                                          0.0.0.0
   Subnet Mask Address                               0.0.0.0 
   Default Gateway Address                          0.0.0.0
   Preferred DNS Address                             0.0.0.0
   Alternate DNS Address                             0.0.0.0
   

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

32.  Select Subnet Mask Address then press Enter. Enter address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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WIRED LAN IPV4 CONFIGURATION

   DHCP Mode                                             <Disabled>      
   IPV4 Address                                            0.0.0.0
   Subnet Mask Address                                 0.0.0.0
   Default Gateway Address                            0.0.0.0
   Preferred DNS Address                               0.0.0.0
   Alternate DNS Address                               0.0.0.0

   

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

33.  Select Default Gateway Address then press Enter. Enter address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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WIRED LAN IPV4 CONFIGURATION

   DHCP Mode                                            <Disabled>      
   IPV4 Address                                            0.0.0.0
   Subnet Mask Address                                 0.0.0.0
   Default Gateway Address                            0.0.0.0
   Preferred DNS Address                               0.0.0.0
   Alternate DNS Address                               0.0.0.0

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

IP address (e.g. 123.123.123.100)
0.0.0.0

Subnet mask (e.g. 255.255.255.0)
0.0.0.0

Default Gateway address
0.0.0.0



www.dfi .com

74

Chapter 6 Intel AMT Settings

Chapter 6

37.  In the Intel(R) AMT Configuration menu, select Unconfigure Network Access then 
press Enter.

36.  Press Esc until you return to the Intel(R) AMT Configuration menu. If you want to 
activate the current network settings and open the ME network inferface, select Activate 
Network Access, press Enter, then press Y. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) AMT CONFIGURATION

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM     
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup
   Activate Network Access 
   Unconfi gure Network Access                      <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 Activates the current network settings 

and opens the ME network interface 
Continue: (Y/N)

34.  Select Preferred DNS Address then press Enter. Enter address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION
   DHCP Mode                                           <Disabled>      
   IPV4 Address                                          0.0.0.0
   Subnet Mask Address                               0.0.0.0
   Default Gateway Address                          0.0.0.0
   Preferred DNS Address                             0.0.0.0
   Alternate DNS Address                             0.0.0.0

   

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

35.  Select Alternate DNS Address then press Enter. Enter address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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WIRED LAN IPV4 CONFIGURATION

   DHCP Mode                                            <Disabled>      
   IPV4 Address                                           0.0.0.0
   Subnet Mask Address                                0.0.0.0
   Default Gateway Address                           0.0.0.0
   Preferred DNS Address                              0.0.0.0
   Alternate DNS Address                              0.0.0.0

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

Preferred DNS address
0.0.0.0

Alternate DNS address
0.0.0.0

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) AMT CONFIGURATION

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM     
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup
   Activate Network Access 
   Unconfi gure Network Access                      <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

[] =Move Highlight   <Enter> =Complete Entry  [Esc] =Discard Changes

Full Unprovision
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38.  In the Intel(R) AMT Configuration menu, select Remote Setup And Configuration 
then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

INTEL(R) AMT CONFIGURATION

   Manageability Feature Selection                   <Enabled>   
> SOL/Storage Redirection/KVM     
> User Consent 
   Password Policy                                        <Anytime>
> Network Setup 
   Activate Network Access 
   Unconfi gure Network Access                      <Full Unprovision>
> Remote Setup And Confi guration
> Power Control                 

39.  In the Intel(R) Remote Setup And Configuration menu, select Current Provision-
ing Mode then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

INTEL(R) REMOTE SETUP AND CONFIGURATION

   Current Provisioning Mode
   Provisioning Record
   Provisioning Server IPV4/IPV6                     _
   Provisioning Server FQDN                           _
> RCFG
> TLS PKI

Provisioning Mode: PKI

40.  In the Intel(R) Remote Setup And Configuration menu, select Provisioning Re-
cord then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) REMOTE SETUP AND CONFIGURATION

[ESC] = Exit

   Current Provisioning Mode
   Provisioning Record
   Provisioning Server IPV4/IPV6                     _
   Provisioning Server FQDN                           _
> RCFG
> TLS PKI
   

Provision Record is not present

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

41.  In the Intel(R) Remote Setup And Configuration menu, select Provisioning 
Server IPV4/IPV6 then press Enter. Enter the address then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) REMOTE SETUP AND CONFIGURATION

   Current Provisioning Mode
   Provisioning Record
   Provisioning Server IPV4/IPV6                      _
   Provisioning Server FQDN                            _
> RCFG
> TLS PKI
   

                                   <Enter> =Complete Entry  [Esc] =Discard Changes

Provisioning server address
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42.  In the Intel(R) Remote Setup And Configuration menu, select Provisioning 
Server FQDN then press Enter. Enter the FQDN then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) REMOTE SETUP AND CONFIGURATION

   Current Provisioning Mode
   Provisioning Record
   Provisioning Server IPV4/IPV6              _
   Provisioning Server FQDN                    _
> RCFG
> TLS PKI
   

                               <Enter> =Complete Entry      [Esc] =Discard Changes

43.  If you want to activate remote configuration, in the Intel(R) Remote Setup And Con-
figuration menu, select RCFG then press Enter. Select Start Configuration then press 
Enter. Press Y to activate. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) REMOTE CONFIGURATION

   Start Confi guration
   

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

This will activate Remote Confi guration. 
Continue: (Y/N)

44.  Press Esc until you return to the Intel(R) Remote Setup And Configuration menu. 
Select TLS PKI then press Enter. Select Remote Configuration ** then press Enter. 
Select Enabled or Disabled then press Enter. 

Enter FQDN of provisioning server 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) REMOTE CONFIGURATION

   Remote Confi guration **                     <Enabled> 
   PKI DNS Suffi x                                 _             
> Manage Hashes
   

[] =Move Highlight     <Enter> =Complete Entry     [Esc] =Discard Changes

Disabled
Enabled

45.  Select PKI DNS Suffix then press Enter. Enter the PKI DNS Suffix then press Enter. 

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) REMOTE CONFIGURATION

   Remote Confi guration**                     <Enabled> 
   PKI DNS Suffi x                                 _             
> Manage Hashes
   

                              <Enter> =Complete Entry      [Esc] =Discard Changes

Enter PKI DNS Suffi x
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48.  In the Intel(R) AMT Power Control menu, select Idle Timeout then press Enter. 
Enter the timeout value and press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

INTEL(R) AMT POWER CONTROL

This confi gurations are effective only after AMT provisioning has started

Intel(R) AMT ON in Host Sleep States             
                                                                 
Idle Timeout                                        65535

<Desktop: ON in S0, ME Wake in 
S3, S4-5>  
                                     

                                  <Enter> =Complete Entry   [Esc] =Discard Changes

49.  Press Esc until you return to the Main Menu. Select MEBx Exit then press Enter. Press 
Y to exit.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
Copyright(C) 2003-17 Intel Corporation. All Rights Reserved

MAIN MENU

[] =Move Highlight     [Enter] =Select Entry           [Esc] =Exit

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) REMOTE CONFIGURATION

[Ins] =Add New Hash                         [Delete] =Delete Hash                   [+] =Activate Hash  
[] =Move Highlight                        [Enter] =View Hash                      [Esc] =Exit

Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]
Active: [*]

Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]
Default: [*]

SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256
SHA256

  Hash Name                    Active               Default               Algorithm   
VeriSign Class 3             
VeriSign Class 3              
Go Daddy Class 2            
Comodo AAA CA            
Starfi eld Class 2              
VeriSign Class 3              
VeriSign Class 3              
VeriSign Class 3             
GTE CyberTrust G1         
Baltimore Cyber Tr          
Cybertrust Global           
Verizon Global Ro            
Entrust.net CA (2            
Entrust Root CA
VeriSign Universa
Go Daddy Root CA       
Entrust Root CA -           
Startfi eld Root CA          

46.  In the Intel(R) Remote Configuration menu, select Manage Hashes then press 
Enter. Select the hash name then press Insert to enter custom hash certificate name, 
press Delete to delete hash, press Enter to view hash information, press + to activate or 
deactivate hash, and press Esc to exit.

47.  Press Esc until you return to the Intel(R) AMT Configuration menu, select Power 
Control then press Enter. In the Intel(R) AMT Power Control menu, select Intel(R) 
AMT ON in Host Sleep States then press Enter. Select an option then press Enter.

Intel(R) Management Engine BIOS Extension v12.0.0.0010/Intel(R) ME v12.0.7.1122
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INTEL(R) AMT POWER CONTROL

Intel(R) AMT ON in Host Sleep States          
                                                               
Idle Timeout                                      65535

[] =Move Highlight   <Enter> =Complete Entry   [Esc] =Discard Changes

These confi gurations are effective only after AMT provisioning has started
<Desktop: ON in S0, ME Wake in 
S3, S4-5> 
                                                                                  

Desktop: ON in S0
Desktop: ON in S0, ME Wake in S3, S4-5

Timeout Value (1-65535)
65535

Are you sure you want to exit?(Y/N):

↓

> Intel(R) ME General Settings
> Intel(R) AMT Confi guration

MEBx Exit

         Exit
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